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WORLDCLASS 
INFORMATION SECURITY

Ransomware payments 
exceeded in 2025
Repair costs not inculded

Increase in cyberattacks 
compared to last year

1 Ensuring resilience against 
major attacks

2 Detect threats and attackers 
as early as possible 

3 Cybersecurity education 
for workforce awareness

4
Build an agile security program 
to react fast to changing 
threat landscape 

§ Threat Intelligence
§ World class SOC team
§ Identity management
§ Asset Management (CMDB)
§ Security Service Edge 
§ CDN + WAF
§ DevSecOps

NO MATTER HOW MUCH WE INVEST – A LARGE SECURITY 
INCIDENT IS ALWAYS POSSIBLE AND WE NEED TO BE PREPARED

$1,2 Billion 84%
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EXECUTIVE ALIGNMENT 
HOW BOARD AND CYBERSECURITY MUST WORK TOGETHER
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Protect & prevent

Increase security 
maturity and 
awareness 

new tools to manage 
new risks

Prevent business 
continuity issues

Prevent fines, 
brand image 
damage  & 

unforeseen (repair) 
costs

Enable EBIT goals

HUGO BOSS prioritizes cybersecurity initiatives using a methodology that considers the impact and likelihood of risks, aligning with 
business goals and regulatory requirements. This approach ensures strategic investment in resources to maintain and enhance their 
cybersecurity posture.

Boost brand & revenue

Cost optimization

Increase EBIT

Improve share holder 
value

BOARD 
OBJECTIVES

SECURITY 
OBJECTIVES

BOARD + SECURITY
HAVE COMMON GOALS
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THE TOP RISK TO DEAL WITH
RANSOMWARE THREAT LANDSCAPE
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Source: Gartner

Ransomware payments 
exceeds in 2025

Repair costs not included

$1,2 Billion

Of organization got hit 
four or more times in 

2025

32%

Of cases includes data 
exfiltration

85%

Increase in 
Cyberattacks 

compared to last Y

84%

WE DO EVERYTHING TO PROTECT THE FAMILY
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VISION AND MISSION BUILD THE FOUNDATION - STRATEGIC GOALS TO SET
THE DIRECTION
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Establish AI Security and Governance ensuring compliant AI usage to 
transform HUGO BOSS.

VISION

MISSION

AMBITION

TRUSTED AND RELIABLE DATA, 
SYSTEMS AND AI FOR HUGO BOSS

TO ENABLE AND PROTECT

EMPHASISE TRUST, PROTECT THE
BRAND

Value Proposition

• Security and Trust – so HUGO BOSS can focus on its core business

• Uncomplicated and enabling collaboration

• Frictionless user experience

Establish integrated Business and IT Continuity capabilities to ensure 
the resilience of HUGO BOSS´ core business.

Extend the detection team towards a state-of-the-art Cyber Defence 
Center for an AI impacted threat environment.

Strategic TOUCHDOWN goalsVision and Mission to build the basis

Build a data driven Risk Management and Board Reporting to allow 
for decisions and measures with an optimal cost/benefit ratio.
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BUSINESS 
ORIENTATION

THE DESIGN OF THE TARGET PICTURE FOLLOWS PRIORITIZED PRINCIPLES
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BREADTH 
AND 

INTEGRATION

SECURITY 
BY DESIGN 

REGULATORY 
AND 

COMPLIANCE

POWERFUL
MANDATE

AND 
ASSERTIVENESS

• Integrating Cyber and 
Resilience functions allows for 
synergies and increased 
effectiveness

• Basis for a holistic coverage of 
data, systems and AI

• Data driven and operating at 
machine speed

• Allows for fast decision making and reaction 
to emerging threats

• C-level visibility for cyber impact on business 
initiatives, financial planning and compliance

• Professional and plausible towards internal 
and external stakeholders

• Responsive and informative towards 
internal and external audits

• The right cost/benefit balance ensures efficiency

• BCM aligns Business priorities with IT and Cyber
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Five pillars to phase and steer the Cyber & Resilience Strategy

TRANSPARENCY & KPIs

01

RESILIENCE & 
CONTINUITY

02

THREAT-INFORMED 
DEFENSE

03

SECURE & GOVERNED AI

04

REGULATORY & 
COMPLIANCE

05

THE FIVE PILLARS STAND ON OUR MISSION TO ENABLE AND PROTECT ·  AND OUR VISION OF TRUSTED, RELIABLE DATA, SYSTEMS & AI

OUR CYBER SECURITY STRATEGY RESTS ON FIVE STRATEGIC PILLARS
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Data-driven risk & 
board reporting

Measurable posture, 
optimal cost/benefit

C-level visibility of cyber 
impact 

Integrated Business & IT 
Continuity

Keep core business running

Recover fast — resilient by 
design

Vulnerability management 
end2 end

State-of-the-art Cyber 
Defense Center

Detect & respond at 
machine speed

Built for the AI-era threat 
landscape

AI security & governance

Compliant, trusted use of 
AI

Turn AI into a safe 
advantage

Audit-ready (ISO 27001, 
GDPR)

Assurance to stakeholders & 
audits

Backed by a powerful 
mandate
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CI = Critical Infrastructure

5
Digital Business
Decentralizing

6

Ransomware evolving & attacks on 
IAM Systems, CI, Data Breaches -

All Increasing 1

Generative AI Adoption

2
Cybersecurity Skill 
Demands Evolve

3
Supply Chain 
Interdependence

4
Rapidly Evolving 

Regulatory Environments
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PERSISTENT FORCES INFLUENCING CYBERSECURITY PROGRAMS

HUGO BOSS
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IN CASE OF QUESTIONS,
REACH OUT TO

STEFAN BALDUS
INFORMATION & IT COMPLIANCE OFFICER

INFORMATION-SECURITY@HUGOBOSS.COM
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